Using Cherwell ST 4
for a Terminated Employee

Contents
PrEIEQUISITES ...eeeiiiieiee ettt e e ettt et e e e s s bbb et e e e e e s e st et teeeees e asbbaaaeeeeeesaaasbbaaaeesesssannnsneaaeeesanan 2
LS ) K= o1 SO PP P T ROPOPPPPPPTTIN 2
Termination Process FIOWCNAI ........ooii it sttt et sbe e s e s 3
Create Work Items for a Terminated EMPIOYEE .......uviiiiiiii ettt 4
(00T 0] o] 1oy (=T VIR TA oY o Q=T o 4 TSR 9
Complete the Reclaim Hardware WOrk [EEM .........coouiiiiiciiie ettt e e e e e 10
Complete the Network Disablement Work [tem ........coei i 14
Disable the FOrmer USEr’'s AD ACCOUNT.......ccoittiiiiieiiiieeteeesittesiee ettt e sbeesteeesateesabeeesabeesabeessneeesbeeenns 14
Search for and Archive the Former User’s FOIErs .........oouiiiiiiiiiinienee et 20
Provide Proxy Users Access to the Former User’'s FOIAErS ......ccuuiiiiiiiieiciiiiee e 24
Provide Proxy Users Access to the Former User’'s EMail .......cooovcciiviieieiieiccciiiieeee e 30
Remove the Former User from Outlook Lists and Software Groups........ccceeevevveeeeiiveeesicveeeesciveeens 36
C10SE ThE WOTK TEEM ..ttt st et et e s e s n e e b e re e neesme e st e ennees 44
Y=LV TY o] T o 11 o] Y PRE 46

When an employee separates—or is terminated—from the company, your tasks will depend upon how
the employee separates (permanent or temporary), whether the employee has any hardware, and
whether the employee has an Active Directory (AD) account.

Human Resources (HR) will inform you of the type of separation in its notice. Using Cherwell, you can
automatically create work items for reclaiming hardware and disabling accounts. You'll also document
the actions you took in the work items. Using AD, you can disable network access and give other users
proxy access to the former user’s data and email account. If the user is temporarily leaving the
company—going on FMLA, for example—you’ll need to “soft disable” the account. If the user is
permanently leaving the company, you'll entirely disable the employee.

This document outlines creating work items, and tasks you need to complete to close the work items.
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Using Cherwell for a Terminated Employee

Prerequisites

Prerequisites are listed below, along with places where you can find additional information, if available.

Prerequisite Resources

Access to Cherwell on Desktop team None

Access to the Term — Change Reason Codes None

spreadsheet.

Access to Active Directory (AD) None

Member of MYR-DESKTOP-TEAM File access
First Steps

When HR notifies you of a separation through a ticket in Cherwell, first check AD to see if the user has
an account. If the user does not have an account, close the ticket, and enter the following in Close
Description field:

No IT accounts found via name or EMP#, where [name] is the former user’s name, and [EMP#] is the
user’s number.

0: Chenwell Service Management (licensed to MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools Localization IncidentActions Help ‘
O Back B YNew - & Unlocked 8- = 0 -?E M4 44 Record 10,0590f20,000 PP MM

a
Task Pane Attach » |

# Quick Search
® INCIDENT 127540

~ Search Incident

IT Service Desk > Report Outage or Error > Submit Incident

[searcn > ol
STATUS RESPONSE BREACHED RESOLVED
[[1 Open incidents only
Resolved (4/29/2021 11:10 AM 4/29/2021 2:43 PM
= Open Advanced Editor..
# Common Tasks
Pl Overview Detals Activty Joumals Resoltion Detais Tasks (0) Related Cis (0)
@ ovps
8 Creste Frobem Close Description
# Incident Actions NolIT accounts found via Name or EMP# A
29 Escaiationto level 2ard 3 =
<
B Createa Probem

If the user has an account, determine the type of separation by comparing the code in the notice sent by

HR with the Access to the Term — Change Reason Codes spreadsheet. If the code indicates a “soft
disable,” the user is temporarily going on leave, or is transferring to another location in the company.
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Using Cherwell for a Terminated Employee

|

In those cases, the user’s hardware will remain with the user’s department. You'll need to change the
user’s password, and temporarily disable user’s AD account. Proxy users are created only if someone
with the appropriate authority requests it.

Termination Process Flowchart

Receive notice of
term from HR

Type in the
Description field of

T— h the ticket:

oes the user have

Create work items. . No IT accounts Close the ticket.
: found via name or

EMP#.

Is the term a

,7 soft disable or

ermanent?
Soft e

disable

Permanent

Reclaim
hardware.

Change password
and disable
accounts.

Archive folders,
create proxy users
for data and emails.

Document your
actions in the work
item.

Remaove user from
Outlook lists and
groups.

Document you

Change_ password actions in the work .
and disable AD item Close the work item.
account, only. .
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Using Cherwell for a Terminated Employee

Create Work Items for a Terminated Employee

Follow the steps below to create the IT work items for a terminated employee.

1.

In Cherwell, open the ticket for terminating an employee, then go to the Tasks tab.

Q: Chenwell Service Management (licensed to MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools Localization Incident Actions Help

@iack O M M| WNew ~ 2 Unlocked B -1 = @ O <[] M @ Record93560£20000 P W
otk Fae & Attach " @:i Access 122829 docx BB 8w Access 122889 pdf
% Quick Search
, @ INCIDENT 122889
PSR ot IT Service Desk > Report Outage or Error > Submit Incident
[ searen - P
STATUS RESPONSE BREACHED RESOLVED
[[] Open incidents only
In Progress 3/3/2021 5:23 PM 3/19/2021 10:53 AM
=» Open Advanced Editor..
Next: Resolve
2 Common Tasks
@iome Overview Detalls Activty Joumals Resoksion Detals Tasks (3) Related Cis (0)
@ cvpe

te P %
B Create Problem Call Source

Actions
* Incidept Actions [E-mait = —

Assign to Me

In the Tasks tab, click One-Step in the menu bar, then select One-Step Manager from the list.

% Cherwell Service Management (licensed to MYR Group Inc)

Eile Edit Wew 3Searching Cne-Step Customer Dashboards Tools Localization Incident Actions Help

QBack ﬂ %! :ﬂ-’! One-Step Manager... ‘ B - é
Task Pane

peol -?El M4 44 Record9,3560f20,000 B MM

L

One-Step Action Blocks...

[Bring up the One-Step Manager to view, edit or run actions)pdf
& i Recent unassociated One-Steps  »
Quick Search

Recent Incident One-Steps » 22889
~ Search Incident

7" [T Service Desk> Report Outage or Error > Submit Incident

‘Sea:ch - p‘

STATUS RESFONSE BREACHED RESOLVED
[] Open Incidents anly

Resolved 3/3/2021 5:23 PM 3/19/2021 10:53 AM
=& Open Advanced Editor...

Mext: Reopen Incident
# Common Tasks
@Hume
9 cvDB
! Create Problem

Overview Details  Activity Joumals Resolution Details  Tasks (3)  Related Cls (0)

= New Work [tem Record 1of3 Mb MM | T ~ @8 ~ | A, View -
Title

Expire E1 RolesfAccess

Network Disablement WORK ITEM 104546

Reclaim Hardware

* |ncident Actions

# # Escalationto Level 2 ard 3

- Tie” Status
l Create a Problem

e Expire E1 Roles/Access
S Assign to Me
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Using Cherwell for a Terminated Employee

3. Inthe One-Step Action Manager window, complete the following steps:

e Ensure the Teams > Desktop folders are expanded.
e Click Term Ticket.

e Click Run.
#3 One-Step Action Manager o x
File Edit View Help Search -
b A View | A - Assoclatlon:|lncident v|
# 9 One-Step Actions '] ’ I ]
[ W Brboard v ! v ! v « !
8 User flanas) Pk
@l Wl Bols AT Sandics MNaslk) Mmllo :
=

Team
Desktop

% "=ooal

E

Items in this folder are avaiable to all members of the Desktop team_

[ Rn ] Ocee

Cherwell creates the following tasks for the ticket:

e Expire E1 Roles/Access
e Network Disablement
e Reclaim Hardware

Page 5 of 46



Using Cherwell for a Terminated Employee

w -
The red font indicates that the work item is not assigned to someone for completion.
‘: Chenwell Service Management (licensed to MYR Group Inc)
File Edit View Searching One-Step Customer Dashboards Tools Localization Incident Actions Help
@ack O 4 M| WNew - Bl B @lockedbyyou| © 1 7 (B - Il = @ O F[5E] M 0 Record93840120,000 W W
Task Pane a2 Attach 3 ]
# Quick Search
‘ @ INCIDENT 124188
A RS 2y IT Service Desk > Report Outage or Error > Submit Incident
Search Syl
STATUS RESPONSE BREACHED RESOLVED
[ Open Incidents only
o Resolved 3/17/2021 5:41 PM 3/17/2021 5:41 PM
Open Advanced Editor..
# Common Tasks
Briome Overview Detais Activty Joumals Resoksion Detals  Tasks () Related Cls (0)
% cuoe 1= New Workftem X | 1 44 RecordTof2 Db BN ¥+ @@ < |8 A, View -
B Create Problem Title
o . @ Expire E1 Roles/Access
* Incident Actions @ Network Disablenert WORK ITEM 105003
29 Escaiationto level 2o 3 @ Reclaim Hardware
Wee
R ' Title* Status
B Ceateatroglem {Expire E1 Role/Access
© Create Change Reauest (o
B Nominate for B
e Acknowledge
= 2 Description Acknowledge
[Please expire the E1 roles/accounts for: "
2 Queues Actions
Incident 124168 on NewR.. & g
Assign to Me
Link to Upstream Task
=% Open the Queue Manager., . . Add a Downstream Task
N Assigned Team Assigned To
* Process & Terminology - . Visualize Task Dependency Workflow
|ERP Technical E] El
Incident - Any event that causes or
may cause an interruption to service
or may impact the actual or
perceived quality of service. The Type
goal of incident management is to
i S Level A t:
g::av;“z:s ervice Level Agreements ) Work ltem
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Using Cherwell for a Terminated Employee

4. For each work item, update the Description field as needed and assign the work item to a team, as
detailed below.

Expire E1 Roles/Access Network Disablement Reclaim Hardware

ERP Technical Desktop Desktop

#2 Chenvell Service Management (licensed to MYR Group Inc

File Edit View Searching One-Step Customer Dashboards Tools Localization Incident Actions Help

@sack © 4 1B | Whew - Il B @ Locked by you 8- = @O 5[] M @ Record93840720000 B W
Task Pare * A3 |
* Quick Search
; @ INCIDENT 124188
e IT Service Desk > Report Outage or Error > Submit Incident
Search - Pl
STATUS RESPONSE BREACHED RESOLVED
[ Open Incidents only
Resolved 3/17/2021 5:41 PM 3/17/2021 5:41 PM
=+ Open Advanced Editor..
# Common Tasks
Oriome Overview Detals Activty Joumas Resobtion Detals Tasks 3) Related Cls (0)
¥ cvpe = New Work ftem X | M4 44 Record 3 of 3 Y- %=L View v
B Create Problem Title
3 : @ Expire E1 Roles/Access
# Incident Actions & Network Dissblenst WORK ITEM 105005
? s Esciationto Levei2ard 3 @ Reclaim Hardware
e Title® Status
B Create Prodiem =
Reclaim Hardware
© Create Change Reauest New
g Descripti Acknowledge
= escription Acknowledge

[USERNAME] was assigned [COMPUTER NAME] "
# Queues Actions

ncident 124188 on New R... e

Assign to Me
Linkto Upstream Task
. ) Add a Downstream Task
Assigned Team Assigned To
=+ Open the Queue Manager.. i Visualize Task D dency Workflow

Desktop v | v
* Process & Terminology :

—'——‘\\“‘m&.{i‘““ " K__»»\» 4/_\\_\§\ /—\__‘_\« .
s — e S
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Using Cherwell for a Terminated Employee ,

5. Assign the work item to the appropriate individual. Click Assign to Me to assign the Network
Disablement and Reclaim Hardware work items to yourself, unless the tasks will occur during a time
when you are unavailable. In that case, use the Assigned To list to assign them to an available

individual.

3 Cherwell 5

=% Open Advanced Editor..

»

Common Tasks
W cvoe
B Create Problem

»

Incident Actions

# g Escaiationto level 2and 3

5

B Creates Problem

© Create Change Reguest

(5) Nominate for B

W Quick Temolate

% Queues
Incident 124185 on NewR... &

= Open the Queue Manager..

* Process & Terminology

auses or

ervice Management (licensed to MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools Localization IncidentActions Help

O@Bock © 4 8| WNew - Il B @ Locked byyou| 8- = @ P F[E] M @ Record93840720000 B W
Task Pane 2 Attach ,{ |
* Quick Search
, @ INCIDENT 124188
S IT Service Desk > Repost Outage or Error > Submit Incident
Search - P
STATUS RESPONSE BREACHED RESOLVED
] Open incidents only
Resolved 3/17/2021 5:41 PM 3/17/2021 5:41 PM

Overview Details Activity Joumals Resoktion Detals Tasks (3) Related Cls (0)

1= New Work ftem X | M4 €4 Record 3 of 3 Y- %L View v
Title
@ Expire E1Roles/Access WORK ITEM 105005

@ Network Disablement
@ Redlaim Hardware

Title * Status
Reclaim Hardware

New
Description Acknowledge
[[USERNAME] was assigned [COMPUTER NAME] -

Actions

Assign to Me

Link to Upstream Task

: Add 3 Downstream Task
Assigned Team Assigned To
,f Visualize Task Dependency Workflow

Deskiop v j

\N-\

—

6. Click Save in the toolbar immediately after making changes.
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Using Cherwell for a Terminated Employee

Complete the Work Items

Follow the steps below to complete the work items for a terminated employee.

Note: Make sure you document all your actions in the Completion Details field of the ticket in Cherwell.
For more information, see Close the Work Item.

Task Pane 2
* Quick Search
~ Search Incident
= =P
] Gpen inadents only

= Open Agvanced Editor,

2 Queues

|
Incident 12716000 New . &

= Open the Queye Manager..

* Process & Terminology

Incident - Any event that causes or
may cause an interruption to service
or may impact the actual or
perceived quality of service The
goal of incident management is to
minimize Service Level Agresments
breaches.

* Customer Info

#3 Chenwell Service Management (licensed to MYR Group Inc)

o8-

/-> : - ‘/_-.-

File Edit View Searching One-Step Customer Dashboards Tools Localization IncidentActions Heip

Osack WyNew ~ il @ @ Locked by you

Type

Work ltem

Scheduled Start Date (optional)

Completion Details

Close Code

Completion Details

User folder was moved to (_ArchiveDEN or _ArchiveRM)

Following groups removed from the users AD account:
DL-HUEN

DL-HUEN-Chicago

WinApp-0365-£1-Users

C @ P k[3E] M M Record5 9370120000 B W

v

Qgﬂc‘e_l

S Enghh (Unked States) *
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Using Cherwell for a Terminated Employee

Complete the Reclaim Hardware Work Item

You need to reclaim the former user’s hardware only if the user is entirely terminated. You do not need
to take any action if you are soft disabling the user.

1. Ask the manager for the former employee’s computer.

2. Inthe Overview tab, click CMDB to open the database that tracks what hardware was assigned

to users.

Otack © #H HoNew ~
Task Pane
# Quick Search

~ Search Incident

#2 Cherwell Service Management (licensed to MYR Group Inc)
File Edit View Searching One-Step Customer Dashboards Tools Localization Help

ISea.'cn

.p|

] Open Incidents only

= Open Advanced Editor..

* Common Tasks
A Home
p Jallsl]

@ Create Problem

S Ping Compueer
¥ R0P

B Reboot Made

"—_"*'--\___N

* Config - Computer Actions

. ——

8 Locked by you ©e- B O =[E] ¢ ¢ Recodiof]
* _Configuration Management Database
COMPUTER MYRPF14HKVD
Workstation : MYRPF14HKVD
STATUS MANUFACTURER IPADDRESS
Active LENOVO 192.168,1.
Next: Bring Dowin

Overview ClEvents (0) Baseine Changes Joumals  ClUsers (1)  Incidents (0)  Problems (0) LUp

Primary User
Assigned Team Assigned To

[ Bl B
f \H\\-——

3. Enter the former employee’s username in the Search field, then click Go.

Osack © 4 B WNew -
Task Pane
* Quick Search

~ Search Incident

=

Searcn

[ Open Incidents ony

= Open Advanced Editor..

* Common Tasks
@ Home
W cuoe
B Create Problem

# Config - Computer Actions

%_\

-

45 Cherwell Service Management (licensed to MYR Group Inc)
File Edit View Searching One-Step Customer Dashboards Tools Localization Help

5 0 B Record 10f3.627 B W
Configuration Management Database
Configuration ems to show 9 Cenfig - Computer 5
@ Show Config ltems for All Customers
O Showe Confin limms foe Cirstomer | I

Search: [T ik

S o By A T— |

Q ~  Quick Search

o "

header
Primary User Full Name.
Henderson ITLoaner Computer

Site Name
Henderson, IT Warehouse

BusinessUnt  LocationD | Sahs Serial Number
ITioaner ITLOAN InStock  PBOOMXHE

Qr 210 Adtive  PCOEKNES
m 210 Planned PF2614DH
IT Stock,CER 210-20-09  In Stock PF25XQIK

Colarado Cor 1542 COFLOBP
@ Coloraco, \\__

Henderson, ITWarehouse
Thomton, IT Warehouse

‘/_\\
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Using Cherwell for a Terminated Employee

4. Select the username from the list of results.

f: Cherwel| Service Management (licensed to MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools

GBack © 4 B WiNew -~ B [0 3 Uniocked | J

™

Localization Help

“ B P [E]E 4 Recodlof3627 B M

[ open Incidents only

[0 Corig-Corpar 7]

Task Pare ? Configuration Management Database
# Quick Search Configuration ems 1o show
~ Saarch Incident ) Show Config ltems for All Customers
[sesren - P

@® Show Config liems for Customer. | Smwa: iicka

e

e

=% Open Advanced Editar..

% Common Tasks

@Home g

! Riwinane | it Laratian T | orake
CMDE

I o 210 Active
LCreate Problem

E

Config - Computer Actions

Drag acolumn header hereto group by that column

Drim ar | 1o ar Bl Mama.

e e ol

Sari 3l Musmbar

PFL4HKNVD

Sika Mama.

5. Make note of the computer’s friendly name and the former employee’s business unit’s location ID.

Resoot Mace. Senal Number ©

#3 Chenwell Service Management (iicensed to MYR Group Inc - o X
File Edit View Searching One-Step Customer Dashboards Tools Localization Help Q ~ |Quick Scarch </
Qtock © 4 B WNew - 1 [ @ Unlocked B8l = @P [« « Recodiofl »
Task Pane P C Datab
T
Quick Search COMPUTER MYRMJOAENFH Created by S e 0n 7/11/2020 at 10:00 AM
~ Search Incident Workstation : MYRMJOAENFH Last modified by CherwellServics on 4/9/2021 at 815 AM
STATUS MANUFACTURER IPADDRESS PRIMARY USER ASSIGNED TO
[ Open ncidents oy Active LENOVO 102.168.2.14, F e
= Open Advanced Editor... B 0 @
* Common Tasks :
s Overview CiEverts (0) Baseine Changes Joumas | Cl Users (1) Incidents (0)  Problems (0)  Upstream Cls (0) Downsiream Cls (0) - Change Reauests (0) Other Configuration kems (B) - Senvices (0)
- P
wcuos
B Creste Provien. Details Properties / Network Actions
* Config - Computer Actions Friendly Name * Operating System Assignto Me
:mmmm RAIGAENFH [llluowﬁ Windows 10 Enterprise Create a New..,
RDP.
i View the Cl/Network Map

Operating System Family

Queues

[

MYRMIOAENEH Not queusd

B Crestepropien
nssigned Team Assigned To MAC Address
i ioiondunds I NN N | i
v
9 ping Computer I
ROP
e site Host Name
Boeoootmacve _
= MYRMJOAENFH
+ Queues 2@ |
MYRMIOAENFH Not queued Business Unit: Location ID UserName
m [} 20 |
Country: County: 1Pv4 Address
e < ‘ | |19sz&.24:.1
* Process & Terminology A /—\ /—\
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6. Click Back to return to the Overview tab in the work item.

2 Cherwell Service Management (licensed to MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools Localization Help
OBock| D 4 BB WINew - B [ 3 Lios I | = @ O [Fxl« «
135K Fane *  Configuration Management Database

* Quick Search I D ii&;ﬁ;i"if
~ Search Incident EER o sw mh“'
[t * Bl @ Stow Confg ems for Customer [ ®

[] Open Incidents onty

=% Open Advanced Editor.. —
Changed:| Any time 7|

* 20n Tasks / g ) 1

7. Addthe computer’s friendly name and the former employee’s business unit’s location ID to the
Description field.

Sem:l

63 Cherwell Service Management (icensed to MVR Group Inc) - o X
File Edit View Searching One-Step Customer Dashboards Tools Localization Incident Actions Help Q ~  Quick Search v: S
Otack © 4 B Whew - i @ Unlocked | 8 -1l = @ P r[E] M € Record 10100020000 B W
Task Pane ? ~
E Quick Search STATUS CUSTOMER ASSIGNED TO
S st pending (4/1/2021 3:33 PM) (4/6/2021 1:33 PM) Redlaiming Hardware s (R
S seve s Semvmnncn b
[ Open ncidents orty
> Open Advarced Editor.. Overview Detals Actvey Joumaie Tasks (3) Related Cls (0)
= NewWorkitem X M4 €4 Record3of3 00 1 [ ¥ - @ - | @ &, | View ~
* Common Tasks Title
s EqireEl Roles/Access
Pan Hekwork Disablanrt WORK ITEM 105386
5 Reclsim Hardware
0 Create problem
* Incident Actions Title™ Status
£ Escaiationto Level 2and 3 e
|Reclaim Hardware
o . New
& Eepoot compue Description Acknowledge
B Createa protiem
Create Change Reguet | veas asy ned MYRMJOSXTND .
P - sk Actions
B Nominateor 1
8 Quick Tempite Assign toMe
* Queues Link to Upstream Task
gl 8 Add 2 Downsiream Tosk
jh\ Assignm A Il

8. Change the work item’s status to Pending.

> Cherwell Service Management (licensed te MYR Group Inc)

File Edit View Searching One-Step Customer Dashboards Tools Localization Incident Actions Help
@back © M4 B WNew - ¥ [ @Uniocked = 1 B -1l & B O 5 [E] © « Record10,1000120000 B W
|Task Pane ?
* Quick Search R RESPONSE SREACHED RESOLUTION BREACHED
~ search Incident Pending (4/1/2021 3:33 M) (4/6/2021 1:33 PM)
Next; Remove Pending Status
[Sawclo - p|
’—‘\\ P A
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9. When you are prompted to select a reason for the pending status, select Reclaiming Hardware.
Then, click OK.

Actions

Assign to Me
Escalatetolevel 2

inleta Fyicting Mains Incidant
-
4= Prompt X

Sect Al it |
Add Requester
Set to Pending

10. When you receive the computer, label it with its friendly name and the business unit’s location ID on
a piece of tape.

11. Close the work item. See Close the Work Item for information about this step.
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Using Cherwell for a Terminated Employee

Complete the Network Disablement Work Item

To disable the former user’s network, disable the user’s AD account, and find and archive any of the

user’s folders that contain data. Delete empty folders.

Remember to track your progress in Cherwell.

Disable the Former User’s AD Account

Before making changes to the user’s account, update the ticket’s status in Cherwell. Disabling a user’s
account involves changing the user’s password, moving their account to the Disabled organizational unit
(OU), deleting any mobile numbers, and updating the account’s description.

1. Inthe work item in Cherwell, click Acknowledge. The status changes to In Progress.

Customer Dashboards Tools Localization Incident Actions Heip Q v | Quick Search -
8 Locked by you @8- & O F[oE] M € Record23845720,000 B W
Atach 3 | |

@ INCIDENT 124188

IT Service Desk > Report Outage or Error > Submit Incident

STATUS RESPONSE BREACHED RESOLVED

Overview Details Activity Joumals Resoltion Details  Tasks (3) Related Cls (0)

Title

& Expire E1 Roles/Access

Network Disablement WORK ITEM 105005

@ Reclaim Hardware

Title*

Reclaim Hardware

Description

JSMITH was assigned [COMPUTER NAME]

Assigned Team Assigned To

Desktop v J

Resolved 3/17{2021 5:41 PM 3/17/2021 5:41 PM

1= New Work ftem X | M4 44 Record 3 of 3 Y- ® &L View -

g — /—\\-——

Created by CherwellServices on 3/17/2021 at4:25 PM

Last modified by ¥ sesssmss Sswess on 3/22/2021 at9:19 AM
CUSTOMER ASSIGNEDTO
Default Customer i ul
Desktop

Status

New

Acknowledge

Actions

Link to Upstream Task
Add a Downstream Task

Visualize Task Dependency Workflow

f\‘L

2. Find the user’s AD account. Make sure it matches the employee’s name. If you find a discrepancy,
check with the Security Team to determine the correct account name, and to make sure there are

not duplicate names.
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Using Cherwell for a Terminated Employee P—

3.

In the Active Directory Users and Computers window, begin resetting the former user’s password by
finding the user, right-clicking the user’s name, then selecting Reset Password.

- all A,
] Active Directory Users and Computers e
File Action View Help
e 2@ SO0/ XECE BEI3rETER
> (&) ESBUsers A || Name - Type Description (oo
8 Tk S ey Use  Disabled 20219
> g‘g’;‘;‘"‘ @t Copy. User Disabled, 2018-0
z B 2o u  Addtoagroup. User Disabled 5-20-20
> (3] Legel Hold & Name Mappings... User Disabled 1-6-202
» (2] Disabled = s User Disabled 01-28-2
> B Non-Employee &= " | ResstPassword User Disabled, 2013-0
5 [Z] Test User GPO ag User Disabled 11-4-20
5 [@) Email-Only = = ) User Disabled, 2019-0¢
> il Resources anm Open ”°f"= Page User Disabled, 2019-0
5 (£ Test Users v w Send Mail User Disabled 9-11-20
5 [#) PendingDelete = A Tacks s User Disabled 5-26-20
> &) Printers O User Disabled 7-23-20
> ] E1 Test Accounts e om Cut User Disabled,2021-04
> 5_’1 E1 Service e Delete User Disabled, 2019-0
> &) DevUser GPO &mw Fenacie User Disabled, 2020-0:
> (2] HCL Users !gﬂ =] User Disabled, 2018-0
> :-r,.. MYRGroup Users - GSW PO Properties User Disabled, 2019-0
» @l MYRGroup Users - GSW disabled - :
S P SR ] Help User UTAP policy violal
> . o[ Y . User Disabled, 2020-0.
> 4 NetSec2 v
< > < >
Resets the password for the current selection.

In the Reset Password box, change the New password and Confirm password fields to
EmpowerHH:MM!, where HH:MM is in military time.

Reset Password ? b’ |
New password: looooooooooo- |
Confim password: [seesaeennnas ]
[[] User must change password at nest logon

The user must logoff 2nd then logon again for the change to take effect.
Account Lockout Status on thie Domain Controller: Unlocked

[[] Unlock the user's accourt
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Using Cherwell for a Terminated Employee P

5. Clear the User must change password at next logon checkbox, then click OK.

Recet Password ? X
New password: [3........... ]
Corfim password: Inuunuu ]
[] User must change password at next logon

The user must logoff 2nd then logon again for the change to take effect.
Account Lockeut Status on thie Domain Controller: Unlocked

[[] Unlock the user's account

| ok | Cocd |

6. Inthe Active Directory Users and Computers window, begin moving the former user’s account to the
Disabled OU by right-clicking the user’s name, then selecting Move.

G aJl Treees
1 Active Directory Users and Computers .
File Action View Help
e 2R FOIXEd= BHER2aEmTER
» (4] ESBUsers A |l Name P T Diste rinticen 7y
2l B ——E T
: 'g :{,:::ks @ = htin User Ursabled, 2019-0
: G intranct &= Add to a group... User Disabled 5-20-20
> B Legel Hold &= Name Mappings.. User Disabled 1-6-202
, (2] Disabled Lommm e Account User Disabled 01-28-2
» & Nen-Employee &= Reset Password... 2 Disabled, 2019-0
o 12 Test User GPO i
2, B8 st e Thase Ve
> [&] Resources :
> (2] Test Users Send Mail
5 &) PendingDelete AT :
> [&] Printers
> 121 E1Test Accounts Cut
» 2] E1Service Delete
» @] DevUserGPO A
» (2] HCL Users
» & MYRGroup Users - GSW Properties
> & MYRGroup Users - GSW disabled 5
> & NetSec elp
< > < >
Moves the current selection to another organizational unit.
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7. Inthe Move box, select MYRGroup Users > Disabled. Then, click OK.

Move X

Move chiect inlo contaner

[ 5.8 MYRGer s Rasniseas A
(-2 MYRGrowp Users

8. Inthe Active Directory Users and Computers window, click the former user’s name to open the
Properties window.
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9.

10. Copy the text that you just entered in the Description field before you click OK.

In the Properties window, update the former user’s account description to: Disabled, Date [YYYY-

MM-DD format], [Tech’s Initials], [Cherwell Ticket #].
For example: Disabled, 2021-01-01, DA, #123456

i} W properties ? X

Publshed Centfictes  MemberOf  Password Replicaton  Disln  Object
Securty Environment Sessions Remote control
Remote Desklop Services Profile COM~ Arbte Edtor

General  Addecs  Accoumt  Profle  Telephonss  Organizabion

& B =
Frst name. ] s ]

Last name: {- a J
Dugloyname | |
Description: |Disabled, 2021-02-24, BH, #122247, SECO, Hender|
Office: iSEC~Hendenon ]
Telephone number: (I 8 | Other.
Email: IH ”mmwﬂ ]
Vieb page [sturgeonelectnic com | Other.

11. Go to the Telephones tab.
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12. Paste the text from the Description field in the Properties window into the Notes field in the
Telephones tab of the former user’s account.

= s Properties 7 4
Publshed Certficates Member Of  Password Replicaton  Digln  Obéect
Security Ervironment Sessions Remete control
Rermate Degdap Services Frofile COM+ Altriue Eclar
General  Address Accournt  Frofle Telephones  Orpganizabion

Telephone rumbers
Home: || | [ omer |
Fager. | || other |
Mohie: | || (ther... |
Fac || omer. |
IP prone: | | [ other. |
Noles
[isabled, 2027-00-24, BH, $122247
ok ][ cancs | [ ooy | [ Hep
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13. Remove any mobile number listed in the terminated user’s profile by deleting the phone number in

the Mobile field; then click OK.

Properties
Published Certificates  Member(f  Pasaword Replication

Securnty Ervironment Segaons
Remate Deskiop Services Profile COk+

Telephone numbers

Mobie:  [3035911265

Fan: |

IP phone |

MNotes:

Dialin
Remote control

x

Aftribute Editor

1L

General  Address  Account  Profle Teleohones  Organation

o1 o ||

Search for and Archive the Former User’s Folders

You need to reclaim the former user’s hardware only if the user is entirely terminated. You do not need

to take any action if you are soft disabling the user.

1. Using your elevated credentials account, locate the former user’s H: drive folders in File Explorer.

The user could have had more than one, so check the following folders:

e \\den-sanla\Users
e \\den-sanla\RM_Users
e \\den-nasuni-f2\Users

Note: Watch for duplicate folders, or folders named “Documents,” in Nasuni.
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2. Some folders are called “Documents,” instead of a user’s name. To view the names of users
associated with the Documents folders in the Filename column—as shown in the following
example—complete the steps below.

2 M = uses = O X
Home Share View A .
=i Cut =2 < " New Item ~ Open ~ ! Select all
» BH2 B X= a2 Bl
w-: Copy path ¥ | Easy access ~ - * Edit 55 Select none
Pinto Quick Copy Faste . Move Copy Delete Rename  New Properties o g
access t] Paste shorteut tar to- - folder - = Invert selection
Clipboard Organize Mew Open Select
<« “ P . » Network » den-nasuni-f2 > users > v & Searchusers P
System32 A [ Name Date maodified Type Size Filename for
2020 7:55AM  File f FAller
B This PC FAllen 0 7:55 AM e folder Alles
. Favorites File folder Favorites
P 30 Objects -
¢ Documents amp
B Desidop fdavison fdavison
it / S|

a. In File Explorer, go to the View tab.

b. Inthe Current view group, click the Add columns list, and select Choose columns to open the
Choose Details window.

Home Share View ~ @
.:| Tl Preview pane [E=] Extra large icons [&] Large icons - PSR [] 1tem check boxes l/
= i H
Medium icons EEE Small icans - " |[[i] Add columns ~ [¥] File name extensions -
Navigation Details pane . = " — Sort X . Hide selected =~ Options
rers = P EE List F== Details S e — 7 Hidden items tems -
Panes Layout + | Date modified Show/hide
« v 4 <« Des.. * KBsfor Conversi... » v | B O~ | Type an
~ ~ | Size
Name nodified Type Size
7+ Quick access Date created "
y 21 9:04 AM File folder
Documents - come i i
= pictures i = - Toms 121 4:39 PM File folder
[ * UIEE
Disable in AD Choose columns..
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c. Locate and select the Filename checkbox; then click OK.

Choose Details >
Select the details you want to display for the items in this folder.

Details:

[ File as - Move Up

| Moveup |
] File count
[ File description
] File extension chow
] File ownership
1 Fila warainn Hide
|
L_| First name
[ Flag color
] Flag status
] Flash mode
] Focal length
] Folder
] Folder name
[ Folder path v

Width of selected column {in pixels): El

[ ok ]| canca |

The Filename column now displays in File Explorer, and it lists users’ names. It is helpful to sort
by the Filename column.

3. If the user’s folder appears as “Documents,” remove the desktop.ini file from the folder to change it
to the user’s name. If deleting the file doesn’t change the name, you’ll need to change it manually.

Note: If you can’t see the desktop.ini file, complete the steps below.

a. In File Explorer, click Options.

| = | caUsers — O *
Home Share View ~ “
I:I [TH Preview pane Medium icons small icons - I [+ [ ttem check boxes )

BE List == Details = [i]* [ File name extensions !
Mavigation i - = _ Sort Hide selected = Options
Thpe Details pane | 1= fijes EZ content * by~ B ¥ Hidden items e -
Panes Layout Current view Show/hide
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4.

In the Folder Options window, in the View tab, locate and clear the Hide protected operating

system files (Recommended) checkbox; then click OK.

Folder Options

General View  Search
Folder views

You can apply this view (such as Details or lcons) to
|”:| all folders of this type.

Apply to Folders Reset Folders

Advanced settings:

Files and Folders A
[ Mways show icons, never thumbnails
[] Always show menus
Dizplay file icon on thumbnails
Display file size information in folder tips
Display the full path in the title bar
Hidden files and folders
Hide empty drives
[] Hide extensions for known file types
[ T T S T -
[ Hide protected operating system files {Recommended)

| LU Tl | I B T 1 S e 3

W

Restore Defaults

oK Cancel Apply

*

In the Western US: \\den-sanla\GroupShares\ ArchiveDEN\ TERM-USERS

In the Eastern US: \\den-san1a\RM GroupShares\ ArchiveRM\ TERM-USERS

If the former user’s folders are empty, delete them. Otherwise, rename the folders according to
their original location—for example, jsmith.nasuni. If the user had more than one folder in Nasuni,
enumerate the folders (for example, jsmith.nasunil, jsmith.nasuni2, etc.).

Cut and paste the user’s folders to move them into the corresponding archive folder outlined below,
based the user’s geographic location.

Note: If the user has multiple folders, add one of the following notations to indicate its original

location:
e _Nasuni

e .DEN-SAN (for the Users folder on den-sania)
e .RM-SAN (for the RM_Users folder on den-sanla)
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Provide Proxy Users Access to the Former User’s Folders

1. If the user’s manager asked for access to the former user’s folders, or delegates another user,
modify the terminated user’s folder’s permissions to provide the proxy user with read-only access.
Complete the following steps:

a. In File Explorer, find the user’s folder in its archive location:

e \\den-sanla\GroupShares\ ArchiveDEN\ TERM-USERS
e \\den-san1a\RM GroupShares\ ArchiveRM\ TERM-USERS

b. Right-click the folder, then select Properties.

\ 4] | = | _TERM-USERS
— Home Share View
| = = N Y Y - = x ;Il 5 Mew item ~ ,;-I r: Open ~
Open * ! *_‘. Easy access ~ — | * Eat
Open in new window Ly lt::v'e Ctzp} Del.ete Rename ':mr Pron.emes
Pin to Quick access e New o
Scan wath Sophos Anti-Virus
3 ) ianla » Groupshares » _ArchiveDEN » _TERM-USERS vl
Restore previous versions
E Combine Tiles in Acrobat.- - Date modified Type Size
ssen 3/4/2021 4:09 PM File folder
by 3202 425PM  File folder
Send to ? |e (name conflict from MYRGRO... 3/ 21 4:25 PM File folder
cm : " Hova 3 21 3:34 PM File folder
Copy dova (name conflict from MYRG,.. ;26 PM File folder
{3 1/ 21 3:34 PM File folder
Create shortcut enport 3/8/2001 751AM  File folder
Delete 50N File folder
Rename s 2011:22 AM  File folder
Properties ;an 21 3:34 PM File folder
T ] ey Nasuni 10/11/2019 07 PM  File folder
¥ Nework N = SAN 10/11/2019 &06 PM  File folder
B Client\ Adobe 21 3:08 PM File folder
B DEN-ROOTCA adobeTemp File foldet
B den-sania W = (name conflict from MYRGRO... File folder
2661 items  1item selected

c. Inthe [Object Name] Properties window, go to the Security tab, and click Edit.
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d.

2. Search for the proxy user by entering the proxy user’s full name, then clicking Check Names.

In the Permissions for [Object Name] window, click Add.

| Permissions for "& i Nasuni

Secunty

Group or user names:
' A Winhle ] e \
B2 Winfile - Help Desk (MYRGROUP\Wirfle - Help Desk)
$2 Domain Admins (MYRGROUP\Doman Admins)

B2 sdministrators (DEN_SVM1_CIFS\administrators)

Object name:  \'den-san13'\Groupshares\_ArchiveDEN\_TERM-

IA All Folders RO (MYRGROUP\Wirfie - 1A Al Fold

Pemissions for Winfie - |A All
Folders RO

Modfy
Read 8 execute

List folder contents
Read

Alow
Full control O
O

Select Users, Computers, Service Accounts, or Groups >
Select this object type:
| Users. Groups, or Buikn securty pincpals | Object Types...
From this location;
Enter the object names to select (zxamples):
(F_E_B Emyrgroup. com) Check Mames
Advanced... [Tok ]| cancel

Page 25 of 46



Using Cherwell for a Terminated Employee

3. Inthe Permissions for [Object name] window, make sure the proxy user is selected; then give the
proxy user Read access, and click OK.

| Permissions for e === .Nasuni

Security

Object name:  \\den-eanla\Groupshares\_ArchiveDEN\_TERM-

Group or user names:

X

B2 Winfile - |A All Folders RO (MYRGROUP\Wirfiie - 1A Al Fold...
B2 Winfile - Help Deek (MYRGROUP\Winfie - Help Desk)

#2 Doman Admins (MYRGROUP\Doman Admins)

B2 administrators (DEN_SVM1_CIFS\administrators)

&7 L L (Fema@myrgroup.com)

[[Add ]| Remove

Pemissions for | mm—— Alow Deny

Modify O O &

Read & execute O

List folder contents M 1

Read %] O

IWIte L] L] w
| OK || Coced || ooy |

4. Check the proxy user’s AD profile to confirm they are a member of one of the following winfile

groups—based on the former user’s location—to ensure they can access the former user’s folders:

Winfile - _ArchiveDEN _TERM-USERS
Winfile - _ArchiveRM _TERM-USERS
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Complete the following steps:

a. In AD, search for the proxy user. The search results display in the Find Users, Contacts and

Groups box.

b. Click the proxy’s name to go to the user’s Properties window.

3’ Find Users, Contacts, and Groups

File Edt View

Find: | Users, Contacts, and Groupe ~ | In: | 3 myrgroup biz

Users, Contacts, and Groupe  Advanced

Name: | =

Desaipbon: |

Name Employee Il Type

Description

MYR, Thornton, CO, IT

1 itemn(s) feund
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c. Inthe Member Of tab, make sure the proxy user is a member of the appropriate winfile —
Archive group (Winfile - _ArchiveDEN _TERM-USERS or Winfile - _ArchiveRM _TERM-USERS).

Click OK if the user is a member to return to the Permissions for [Object name] window, and
proceed to Step 5. Click Add if the user is not.

o cmam Properties X
Security Envirorment Sessons Remote control
Remote Deskiop Services Profie COM+

General  Address  Account  Profile  Telephones  Organization
Published Certificates Member Of  Password Replication  Dialin ~ Object

Member of:
Name Active Dirsctory Doman Services Folder A

_XA fpp-Adobe myrgroup biz/MYRGroup Users,/Citrix
_XA AppChrome  myrgroup biz/MYRGroup Users/Citnx
_XA App-ntemet .. myrgroup biz/MYRGroup Users,/Citrix
XAAppJDEET  myrgroup biz/MYRGroup Users/Citrix
_XA App-MS Offi...  myrgroup biz/MYRGroup Users/Citrix
_XA App-Remote . myrgroup biz/MYRGroup Users/Cririx
_XA App-Sharefi. .  myrgroup biz/MYRGroup Users/Citrix
_XA Test Produc... myrgroup biz/MYRGroup Users/Citrix v

Primary group: Doman Users

TEE i E There is no need to change Primary group unless
[ SEPEY GO 1o have Macintosh cliets or POSIX-compliart
applications,

[ ok || Cacd || Mgk | Heb
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d. Inthe Select Groups window, in the Enter the object names to select field, type winfile -
_archive, then click OK.

Select Groups x
Select this object type:

[Groups or Builn securty princpels | | Object Types... |
From this location:

myrgroup biz || Locations... |

Enter the object names to select (sxamples)
|‘i".l’n"lu - _archive | Check Hames |

Advanced.. [ox ] comet |

e. Select the appropriate archive folder in the results; then click OK to return to the [Object Name]
Properties window.

Multiple Names Found

More than one object matched the name “Winfile - _archive”. Select one or
more names from this kst or, reenter the name.

Matching names: 7
Name Description In Folder
B Wirfile - _ArchiveDEN _Temm-Usars myrgroup biz/MYRGroup Users
= Ve - Al i A N TS e Rir T e e
%Wirﬁle - _ArchiveRM _Temm-Users myrgroup biz/MYRGroup Users...
28%, Wirfile - _ArchweRM Rolup myrgroup biz/MYRGroup Users... |
< >1

[Cok ] coanca

f. Inthe [Object Name] Properties window, click OK.

5. If the former user’s manager or admin assistant requested access to the user’s OneDrive, create an
additional work item in the termination ticket, and assign the work item to Desktop Engineering.
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Provide Proxy Users Access to the Former User’s Email

1. Go to www.admin.exchange.microsoft.com/#/mailboxes, and log in with your elevated credentials.

2. Inthe Exchange admin center, go to Recipients > Mailboxes.

HY‘ Exchange admin center

Mailboxes
it Home
~. Recipients M o Add a shared mailbox
| Mailboxes
Groups Display name T
Resources
*EmailOnlyTemplate
Contacts
*EmailOnlyTemplat
E  Mail flow e

< _/ _/ _}%V' .

3. Search for the former user by entering the user’s name in the Search field.

MYR Exchange admin center

Mailboxes
(0 Home

Q Recipients A e 7 Filter =

I Mailboxes
-
4. Click the user’s display name in the search results to display a flyout menu with options for working
with the user’s mailbox and account.

Page 30 of 46


http://www.admin.exchange.microsoft.com/#/mailboxes

Using Cherwell for a Terminated Employee

5. On the flyout menu, click Manage automatic replies.

Exchange admin center

Home

jo Recipients A

I Mailboxes
roups
Resources

Contacts

=  Maii flow W

Fa  Roles b 4

&% Organization v

28 Public folders N

“in center

Eﬂl o b Sy

Mailbox Account

Email addresses

1@myrgroup.com

Manage email addzaseines

More actions

Convert to shared mailbox
Manage litigation hoid
Manage mailbox archive

Set recipient limit -
"""CQVC‘(W/—‘

User mailbox

Mail flow settings

Default message size and

delivery setting are spplied
fvﬂM

0% policie..

Automatic replies

Manage automatic replies

- [ -

6. Inthe Manage Automatic Replies window, complete the following steps:

a. Select the following options and checkboxes:

i. Automatic replies

. Reply to all senders

i. Send automatic replies to senders outside this organization
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b. Set both internal and external replies to the following:

“[Term user] is no longer with MYR Group. Please direct all correspondence to [Proxy User] at
proxyuser@myrgroup.com”

Note: If no proxy is specified, omit the second sentence.

c. Click Save.

MYR Exchange admin center B Q €03 ? (1

Manage automatic replies

Use these settings to create automatic reply (Out of Office)
messages

Automatic replies @ o

Reply to all senders inside the organizations from this mailbox

a= 15 no longer with MYR Group Inc. Please
direct all correspondence to ® at
s @myrgroup.com

*Trs field cannot be empty f automatic reply is 0n. 127274 characters isft

Send automatic replies to senders outside this organization

O Only reply to senders in this mailbox’s contact list

(Q Reply to all senders

Reply to all senders outside the organizations from this mailbox

¢ is no longer with MYR Group Inc. Please
direct all correspondence to at
@myrgroup.com

*This fisld cannot be empty i automatic reply is on. 127374 characters left

G g
4,.,//# ,JM ——

Save Cancel

s
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7.

If a point of contact (POC) is specified, click Manage mailbox delegation on the flyout menu.

MYR

(m Home
o Recipients
| Mailboxes
Groups
Resources
Contacts
E Mail flow
= Roles
I E Migration
I~  Reports
| Q Insights
—

Exchange admin center

L

Account

Mailbox

Email addresses
@myrgroup.com

Manage email address types

Mailbox permissions
Manage mailbox delegation

_/

[ RTINS PR A

User mailbox

Mail flow settings
Default message size and
delivery setting are applied
Manage mail flow settings

Mailbox policies

Default mailbox policies are
applied for the organization
Manage mailbox policies

e
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8. For the Read and manage option, click Edit.

MYR Exchange admin center

M

Manage mailbox delegation

Read and manage (2)

X
Send as (0) There are no additional mailbox m
permissions set on this mailbox.
™

Send on behalf (0) There are no additional mailbox
permissions set on this mailbox.

9. Click + Add permissions and search for the designated POC.

MYR Exchange admin center =

Manage mailbox delegation

-+ Add permissions

Add read and manage permissions

| £ Search by display name or email address

Read and manage (2)

@mjyrgroup.com X

rgroup.com
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10. Search for the designated POC by entering the POC’s name in the Search field.

MYR Exchange admin center

MYR Exchange admin center = 0 ] 2: (1)

Add read and manage permissions
™ Adding (1)

Results (1)

()
..:.«"fﬂ;ﬁ-

ot
e =~ o
o " =

12. When you are notified that mailbox permissions are added window, click Close.
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Remove the Former User from Outlook Lists and Software Groups
1. Find the former user’s account in AD by locating the user in the appropriate OU.

Note: If you look for the user by searching for the user’s name, the windows that are needed
to hide the user’s name will not display.

2. Inthe Attribute Editor tab, locate and click the msExchHideFromAddressLists attribute.
Then, click Edit.

- e e Propems ? X

Published Certificates Member Of  Password Replication Dialin  Object

Security Environment Sessions Remote control
General Address Account Profile  Telephones  Organization
Remote Desktop Services Profie COM« Atribute Edtor

Airbutes:
Atnbute Value SX

maExchHABRootDep... «not set>
meEvrh HARChAwinD ok oats

msExchHdeFromAdd

msoxCcnmomeMuUooL X set s
msExchHomeMTASL <ot set>
msExchHomeServer.,  «<not set>
msExchHouseldentifier <not set>
msExchIMACL <not set>
msExchiMAddress «<not set>
msExchIMAP4Settings  <not set>
msExchIMAPOWAL, .,  <not set>
msExchiIMMetaPhysi.. <ot set>
msExchimmutableld <not set>
msExchimmutableSid _ anot set> "
< : : ~

Bk | . Fher
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3. Inthe Boolean Attribute Editor, change the Value to True. Then, click OK.

Boolean Attribute Editor X
Aetrbute: ma Exch HideFrom AddressalLests
Value:
(@) True
() False
(T Not s=t

QK Cancel
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-

-

4. Inthe Member Of tab, select all DL (distribution lists) and WinApp groups to which the user belongs,

then click Remove. A message will ask you to confirm your changes; click Yes.

" & Properties 7 X
Security Environment Sessions Remote cortrol |
Remote Deskiop Servicas Profile COM+ Atrbute Edtor

General Addess Account  Profile  Telephones  Organizabon
Pubished Certficates MemberOf  Password Replicstion  Disln  Object |

Member of-

Name Actwve Directory Doman Se A
UEN myrgroup biz/MYRGroup DI
UENChcago myrgroup biz/MYRGroup D)

Domain Userz myrgroup biz/Users

JOEET myrgroup biz/MYRGroup U

MobiefApp-VP P-Blucheam-Huen myrgroup biz/MYRGroup U

PP_Meterng myrgroup biz/MYRGroup D

ShareFie_Access rmyrgroup biz/MYRGroup G

WinApp-0365-E1-Users myroroup biz/MYRGroup URY

< >

Primary group Doman Users

A= I There i no need Lo change Primary group unbess
. Sel Pramary Group | you have Macinlosh clents or POSIX-corplant
applcations.

(o] [ A |

5. Document the lists and groups from which you removed the user in the Completion Details field of

ticket in Cherwell.
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6.

If you removed the user from WinApp groups, create a work item in Cherwell, and in the Title field,
enter Reclaim Licenses [User Name]. Then, list the removed WinApps in the Description field.

K2 Cherwell Service Management (licensed to MYR Group Inc)
File Edit View Searching One-Step Customer Dashboards Tools Localization IncidentActions Help

@ Back A B | WNew - & Unlocked b - = 0 oiTEI M4 44 Record 10,70710f20,000 Be M

Task Pane 2
# Quick Search

~ Search Incident

Attach ¥ | | (W] mm Access 126917doce BB P Access 126317,

® INCIDENT 126917

IT Service Desk > Report Outage or Error > Submit Incident

A~

|Smrd| - p

STATUS RESPONSE BREACHED RESOLVEWITHIN PENDII
[ Open incidents onty \
Pending (4/21/2021 9:29 AM) 2 days 13 hours Reclair
= Open Advanced Editor.

Review:
# Common Tasks

O tion Overview Delals Activty Joumas Tasks () Related Cis {0)
% cvpe 1= New Work ftem 4 44 Record 4 of 4 T -|% -8 L Vew -
B Create Problem e
: . Expire E1 Roles/Access
= Incident Actions R — WORK ITEM 105917

# 2 Escalationto Level 2and 3 Redlaim Hardware
Reclaim Licenses -

2 Title*
B Creates Probem
Reclaim Licenses -
¥ Create Change Reqed.
&) nominatetor kG
Description
Quick Template v
The following licenses were removed from ESS-@myrgroup.com AD  »
# Queues account:
Incident 126917 on NewR.. % ::"F:Fm ;"' F;f
uebeam for iPad
M5 Project
MS Visio

Use the table below to enter the common name of the software, instead of the software’s object
name.

|

Object Name App Name

WinApp-Adobe-Acrobat Pro DC Adobe Acrobat Pro DC

WinApp-Acrobat-All Apps Plan Adobe All Apps Plan
WinApp-Adobe-Captivate Adobe Captivate
WinApp-Adobe-CC Adobe Creative Cloud
WinApp-Acrobat-Illustrator Acrobat lllustrator
WinApp-Acrobat-InDesign Acrobat InDesign
WinApp-Blackline BlackLine
WinApp-Bluebeam Bluebeam for PC
WinApp-Cherwell Cherwell
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Object Name App Name
WinApp-Const-Monkey Construction Monkey

WinApp-0365-E3-Audio Conf Teams Audio Conference License

WinApp-0365-Power Bl Pro MS Power Bl Pro

WinApp-0365-Project OL MS Project OL Premium (Plan 5 license)

Premium

WinApp-0365-Project OL Pro MS Project OL Pro (Plan 3 license)

WinApp-0365-Visio OL P2 MS Visio

MobileApp-VPP-Bluebeam Bluebeam for iPad License

MobileApp-VPP-Bluebeam-Huen Bluebeam for iPad License (Huen Only)

7. Assign the work item to the IT Administrative Lead. If the Administrative Lead is not available, assign
it to the Service Desk Supervisor.
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At that point, the person who was notified can reclaim the license for the software.
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Using Cherwell for a Terminated Employee

8.

If the former user is a member of the WinApp-Const-Monkey group, send an email to Construction
Monkey at admin@constructionmonkey.com to remove the user’s access. It is recommended that

you send this email from Cherwell, so that all the IT information for the user’s termination is in one

location. From the termination ticket in Cherwell, complete the following steps:

a. Click the Journals tab.

b. Find a Journal-Mail History item, and click it to open it.

> Cherwell Service Management (licensed to MYR Group Inc)
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Using Cherwell for a Terminated Employee -

c. Click E-mail, and select Forward.
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Using Cherwell for a Terminated Employee

MYR Group, and ask that it removes the user’s access. Then, click Send.

In the email form, inform Construction Monkey that the former user is no longer an employee at

#> E-mail Message

[ b4
Bsend 4 B E|! @ Q- 08~ @ * Send via | IT-HelpDesk -
Calibri -12- g@gggzz —
Ta... |ad11n@1:nnst|1.|ctm'mnd<ey.:nm |
ce.. | !
Subject: FW: Termination Notification to 1T -0
]| MMva is no longer employed by MYR Group Inc. (Sturgeon Electric Co.)
Please remove access for & = Jl@myrgroup. com
Let me know if you need any further info.
Regards,
u -
[ Attach to current Incident history
kA anach 1o recipients Options... Sand [ Cancal

e.

Construction Monkey will email you to notify you when your request is complete. If it replies to

the email you sent, the response will be in the ticket. Otherwise, copy and paste the response

from the email to the ticket.

9. Send an e-mail to the proxy user, notifying the user of access to the terminated user’s mailbox and

H: drive files (if applicable).
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Using Cherwell for a Terminated Employee

Close the Work Item

1. In Cherwell, document your work in the work item as appropriate, then click Save.

2. When you receive the user’s hardware, enter in the Completion Details field something similar to
the following: Hardware was returned [MM/DD]. Placing in BU [business unit] stock.

3. If the user had an AD account, enter the following in the Completion Details field, as appropriate:

e Indicate where you moved the user’s folder (_ArchiveDEN or _ArchiveRM).
e Name the groups from which you removed the user’s AD account.

e Indicate that you set autoreply.

e Indicate that you hid the mailbox from address lists.

e Name who received proxy access (if applicable).
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Using Cherwell for a Terminated Employee

4. When the work item is complete, click Close.
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Using Cherwell for a Terminated Employee

When prompted, select Completed as the close reason.
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For support contact the IT Help Desk at
303.227.4888 or IT-Helpdesk@myrgroup.com
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